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Introduction

The IT infrastructure is a key part of any modern
organization. It provides the basis for operating

all applications and for the successful handling of
almost all business processes. However, the rapid
development of new technologies and the rising
use of cloud computing and as-a-service models
means that companies are increasingly having to
restructure their IT infrastructure. Companies thus
need options that enable them to adapt their IT
infrastructure more quickly to changing technical
requirements without putting existing operational
systems at risk. This requires careful planning and
monitoring of the entire IT infrastructure to identify

and resolve emerging problems.

Modern and holistic IT infrastructure management
can deliver this, allowing companies to successfully
run their business, remain competitive, and with-
stand the intense pressure generated as digital

transformation gains pace.

IT infrastructure management is about the planning,
provision, and maintenance of technical infrastruc-
ture, such that a company’s IT systems and services
can be run in a consolidated manner. One key aspect
of IT infrastructure management is to ensure that
the infrastructure remains stable and performs well,
while also allowing innovation.

So what does modern and holistic IT infrastructure
management look like? What aspect causes compa-
nies the biggest problems? And what do companies
want from providers and the solutions they offer?
These and other questions are examined in this
short study. The associated data was gathered from
203 companies with maore than 1,000 employees.
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The status quo: IT infrastructure in

large companies

The IT infrastructure of any company consists of a
variety of interdependent elements. Digital transfor-
mation has brought with it an increasing distinction
between traditional operation and cloud infra-
structures. Both of these options serve to support
companies and organizations around the provision
of technologies and services. They allow companies
to access various hardware and software compo-
nents in order to structure and operate their IT
environment. A key difference between traditional
IT infrastructure and the cloud is how the hardware
and software are deployed, together with where
responsibility for the IT infrastructure lies.

Traditional IT infrastructure consists of servers,
network hardware, and software solutions that all
run on-premise. Operating traditional infrastruc-
ture reqguires space and ties up IT staff, although

it does keep responsibility for the company's own
systems within the organization. Equipment is
generally installed on site and only used by the
company itself. More than one in four of the compa-
nies surveyed (28 percent) believe that on-premise
infrastructure will remain important. In their view,
this will continue to be the main operating model
in the future.

Cloud infrastructure, meanwhile, offers the prospect
of greater flexibility and scalability through targeted
outsourcing of software and hardware. Companies
no longer need to provide and run these resources
themselves. Users access the infrastructure over
the Internet. This gives companies the opportunity
to use virtual IT resources. Local installations are no
longer required. Cloud infrastructure therefore offers
a number of advantages that on-premise IT infra-
structures do not have. Nevertheless, only just over
one in ten of the companies surveyed (12 percent)

were in favor of a total shift to the cloud.
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Corporate infrastructure outlook

Basis: 200 companies

Traditional Infrastructure

28%

Local IT infrastructure will
remain the main operating
model in the future.

35%

The majority of on-premise
infrastructure will be
retained and only certain
parts (workloads) will be
shifted to the cloud.

Companies with local infrastructures still want to
optimize their resources and benefit from scalabil-
ity as part of digitalization. Achieving this is only
possible with a combination of on-premise and
cloud technologies. The status quo in the companies
surveyed reflects this reality. More than a third

(35 percent) intend to retain the bulk of their on-
premise infrastructure and only shift individual
workloads into the cloud.

25%

Only the most important
core functions will remain
on-premise, we will replace
the rest with cloud
components.

12%

We plan to move our entire
IT infrastructure into the
cloud.

In contrast, a quarter of companies (25 percent)
plan to keep only the most important core functions
on-premise and migrate the bulk of their workloads
into the cloud. Both groups want to get maximum
leverage from these two models through the use of
hybrid infrastructures.

Companies want to use modern cloud

applications without abandoning tradi-
tional IT infrastructures.
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On-premise infrastructure is still relevant

A secure and coherent IT infrastructure allows
companies to achieve huge increases in efficiency
and also facilitates control. The exact composition
of the IT Infrastructure, however, depends heavily on
the company's goals and aspirations. Here, busi-
ness activities determine the requirements of the
operating concept. Functional scope, information
security, availability, and maximum downtime and
recovery times must all be considered in this con-
text, together with the computing capacity, network
transmission performance, and storage technolo-
gies required in order to meet the demands of the
business.

Some 88 percent of the companies questioned
intend to continue using on-premise infrastruc-
tures, although to differing degrees. Many reasons
were cited, but IT security tops the list. This is
hardly a surprise, since new technologies are being
deployed at an ever-faster rate. IT staff are coming
under pressure as a result and sometimes struggle
to absorb all the necessary specialist knowledge.

If updates to the various components are then
neglected, this leads to an increase in incomplete or
inaccurate configurations, thereby creating vulner-
abilities and security gaps. The companies surveyed
confirmed this view. 59 percent of the companies
questioned attach a high priority to IT security in
their own IT Infrastructure, which is why they still
regard on-premise infrastructure as very important
for their core business, even in the cloud age.

Top reasons for retaining local
infrastructure

Basis: 178 companies | Multiple answers possible

IT security is a high priority
for our infrastructure.

59%

We value having control over the
IT infrastructure.

51%

We want to maintain data
sovereignty (data protecti-

51%

Another aspect is the desire for control. Companies
are reluctant to hand control of their critical infra-
structure to a third party. This can be due to having
their own ideas regarding depth of documentation
and the rate of updates, for example. One in two
companies consequently regard control over the
infrastructure as one of the most important argu-
ments in favor of retaining on-premise IT infra-
structures.

Data protection also plays a special role in corporate
IT infrastructure management. Rapidly growing
volumes of data and information need to be pro-
cessed and stored securely. There is scant room for
error here, given the risk of breaching data privacy
legislation and infringing the rights of natural per-
sons. Accordingly, just over half the surveyed com-
panies (51 percent) regard maintaining their data
sovereignty as a high priority and feel that retaining

on-premise operation is important.
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Many challenges, IT infrastructure
management a low priority

Although half of the companies (50 percent) cur-
rently rate infrastructure management as “very
important” or “important,” the flip side is that only
one in two companies are able to identify and prior-
itize the most important aspects and requirements
of an IT environment. These respondents have
recognized the significance of IT infrastructure man-
agement as a way of meeting new requirements.
However, the other half of the companies surveyed,
who regard IT infrastructure management as having

low relevance, are walking a tightrope.

The picture is similar when it comes to the maturity
of IT infrastructure management in the compa-
nies surveyed. Only 46 percent of the companies
described their IT infrastructure management level
as “very high” or “high.” The remaining companies
are currently working at “moderate,” “low,” or “very
low" levels of maturity (54 percent) and therefore
still have a lot of untapped potential.

The level of maturity includes IT experts’
assessments of the capacity for strategic
alignment of IT, security management, and
maintenance of IT/OT within IT infrastruc-
ture management.

IT infrastructure management importance, maturity, and budget

Basis: 200 companies

Low importance, very low, and zero
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Low relevance means ultimately that budget provi-
sion within the organization is below the level that
should be allocated to infrastructure management.
Although IT infrastructure management bears the

brunt of IT operations and is responsible for the bulk

of technical innovation, 43 percent of companies do
not provide sufficient funds to enable optimization.
Almost a tenth of companies (9 percent) currently
have no budget in place at all for these activities.

The result is that businesses face immense - but
avoidable - challenges within their critical infra-
structure, not least because IT staff have to deal
with an increasing number of issues and tasks. At
the same time, the volume of data to be processed
is rising exponentially and new technologies are
being added. Given this backdrop, correct use of
resources in IT is now of vital importance. However,
a third of companies (33 percent) admit that they

spend too much time on maintenance and manage-

ment of their IT infrastructure. This ties up staff,

with the result that they are not available for import-

ant projects.

IT staff must use their time efficiently,
especially when budgets are tight.

The ongoing talent war for IT specialists creates
additional difficulties. Overall, three in ten compa-
nies do not have the staff and skills they need to
run their infrastructure with maximum efficiency.

A similar number of companies (31 percent) have
not fully optimized their IT infrastructure to suit
the company's applications.

Challenges in IT infrastructure
management

Basis: 200 companies | Multiple answers possible

We spend too much time on maintenance
and management of our infrastructure.

33%

The IT infrastructure we use is not
fully optimized for our applications.

31%

We have an overall shortage of staff and
skills to make our infrastructure as efficient
and flexible as possible.

30%

The IT infrastructure we use is not fully
secure or is vulnerable to attacks.

27%

A fully optimized IT infrastructure is geared to the
needs of the company and offers the necessary per-
formance, security, and reliability to ensure smooth
operation. The consequences are reflected in the
fact that more than a quarter of companies (27 per-
cent) say their IT infrastructure is not sufficiently
secure against cyber attacks.
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IT infrastructure management in hybrid

IT environments

An efficient, secure, and controllable IT infrastruc-
ture is key to a company's success, but in three out
of five companies, hybridization and complexity is
making management of the IT infrastructure more
challenging. Modern infrastructure management
combines information from hybrid and other sources
in a single environment so it can be captured in
standardized form, documented, displayed, and
centrally managed. This information can originate in
on-premise data centers, private and public clouds,
multi-cloud constellations, edge data centers, and,
in principle, all IT and network devices.

At the same time, staff specialization in hybrid
infrastructures leads to greater coordination over-
head. The different infrastructure management
teams need to collaborate more closely in order

to ensure that all parts of the IT architecture are
linked effectively and work together seamlessly. As
a result, one in three companies (34 percent) are
seeing an increase in coordination overhead for IT
infrastructure management. The responsibilities
and contractual details relating to all infrastructure
elements also need to be available on demand,
enabling good access and visibility. This is import-
ant in order to ensure that every team involved in
managing hybrid infrastructure has the informa-
tion it needs to guarantee smooth operation. This
also reduces outages and avoids conflicts between
the components. More than a quarter of compa-
nies (28 percent) are currently still struggling with
these tasks.

Demands on hybrid IT infrastructure
management

Basis: 200 companies | Multiple answers possible

34%

Specialization of IT staff leads to greater
coordination overhead in the IT organization.

We need an overview of the IT infrastructure
used and its status — whether in the cloud or
on-premise.

32%

The responsibilities and contractual details
for all infrastructure elements must be
available on demand.

28%

We need the capability to shift workloads
seamlessly from on-premise to cloud
environments and back again.

27 %

Furthermore, many of the documentation tools,
Excel tables, or in-house dashboards used can only
provide answers to individual questions on the IT
infrastructure, while traditional tools struggle with
leased infrastructure and SaaS. Few if any of these
options provide a complete and transparent view

of the entire infrastructure. But it is precisely this
transparency that is essential for managing a mod-
ern, hybrid, and digital infrastructure. That is why 32
percent of companies want an improved overview
of their IT infrastructure, whether in the cloud or
on-premise, in the context of hybridization. Migra-
tion of workloads from the cloud to on-premise and
vice versa also needs to be structured flexibly. More
than a quarter of companies (27 percent) are cur-
rently battling to shift workloads between on-prem-
ise and the cloud in hybrid operations. With rigid and
opaque infrastructure management solutions, this
is a thankless task.
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New demands on infrastructure

management solutions

Modern IT infrastructure management is an import-
ant part of any company’s toolkit. It guarantees

the performance, security, availability, and flexibil-
ity of IT systems. As such, it is important that the
solutions used are regularly reviewed and adapted
to ensure they continue to meet the company'’s
changing requirements and needs. All the IT experts
from the companies polled for this study used the
survey as an opportunity to scrutinize their current
solutions. In particular, they highlighted the main
requirements in relation to an IT infrastructure man-
agement solution that will play a key role for their
businesses going forward. The core aspects named
here were efficiency, effectiveness, scalability, and
flexibility, with visualization and analysis seen as
having equal significance

Companies want several individual aspects
bundled into a single holistic tool.

Six key points were identified. On the one hand,

the tool should be able to boost the efficiency of IT
processes without consuming mare resources within
the company (53 percent). This can only be achieved
by optimizing processes.

Modern IT infrastructure management solutions
should therefore enable process automation of rou-
tine tasks. On the other hand, the tool should opti-
mize IT infrastructure provisioning processes and
lifecycle management of infrastructure elements (41
percent), i.e., all infrastructure elements need to be
managed and it must be possible to track their life-
cycles. This includes inventory management in order
to maintain an overview of the existing elements.
Companies also stressed the need for scalability and
flexibility.
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Essentially, this relates to increased responsiveness
when dealing with service-relevant changes to the
IT infrastructure (43 percent). One example would
be switching operating concepts or downsizing
in-house IT operations. However, easier integration
of new interfaces and technologies (41 percent)
when extending the IT structure are also important,
such as due to international expansion or when con-
necting up locations.

Going forward, companies also need a tool that
enables them to visualize their IT structure. This
provides better insight, new analytical possibilities,
and greater user friendliness. Especially in times
when the user experience of applications is the
crucial factor, dashboards that provide an all-encom-
passing view of system components are essential.

Lastly, one in three companies (30 percent) also
want to avoid vendor lock-in through deploying
supplier and manufacturer agnostic tools. By having
a neutral IT infrastructure management system,
they are not tied to a particular supplier or manufac-
turer. Vendors offer their own tools for infrastruc-
ture management, but this makes the replacement
of components or switching operating concepts
difficult and expensive in fast-moving times, and
they cannot offer a comprehensive view of the IT
infrastructure.

Demands on modern IT infrastructure management tools

Basis: 200 companies | Multiple answers possible

We need a tool that....

..boosts the efficiency of IT processes and
supports better use of existing resources.

...optimizes our IT infrastructure provisioning processes
and lifecycle management of infrastructure elements.

...can respond quickly to modifications
or service-related changes.

...can be integrated quickly into all other systems and
allows comprehensive, yet simple exchange of data.

...maps the entire on-premise and cloud infrastructure
and offers a comprehensive view via powerful
visualization functionality.

...is supplier and manufacturer agnostic
and helps us to avoid vendor lock-in.

[T 53
ST /1%

43%

Scalingand Flexibility
41%

40%

Skalierung und Flexibilitat

Independence

36%
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Conclusion

This short study reveals high levels of dissatisfaction
among the IT experts surveyed regarding IT infra-
structure management in the corporate environ-
ment. A lack of expertise and budget, together with
significant coordination overhead, are the great-
est challenges. It is no surprise that half of those
responsible feel that IT infrastructure management
is given too little importance. As a result, companies
lack a clear overview, clear security structures, and a
holistic management solution to make management
of both on-premise and cloud assets easier.

Companies need to embrace both these models,
given the strong evidence that coexistence of the
two infrastructure environments allows for greater
efficiency, more flexibility, and faster response
times when faced with changing digital conditions.
This was also reflected by the status quo in the
companies surveyed. Only one in ten companies
regard themselves as being entirely in the cloud.
The rest of the companies have retained on-
premise infrastructures.

Modern IT infrastructure management thus needs
to handle this reality. It must be able to understand
and manage both cloud and on-premise IT architec-
tures. On the one hand, this involves reducing the
increasing complexity of the cloud landscape, and on
the other hand, reconciling it with the on-premise
infrastructure in a hybrid IT landscape. Above all,
the aim is to maintain the necessary control and
data sovereignty and to comply with high IT security
standards.

And more security and control doesn't necessarily
have to cost more money. Modern solutions for IT
infrastructure management can provide a lot of sup-
port here. Infrastructure management solutions can
significantly improve the efficiency of IT processes
by ensuring that the company’s IT resources are fully
coordinated and used effectively. This also reduces
the risk of faults and minimizes vulnerabilities.

To achieve this, tools use modern IT automation for
routine tasks, such as managing and implement-

ing changes to the infrastructure. Furthermore, IT
systems are fully integrated and silo solutions are
eliminated. This can avoid duplication of effort and
save on scarce resources. In turn, this improves coop-
eration, transparency, and the exchange of infor-
mation within the IT department and IT operations.
As aresult, it is important that a company regularly
reviews and updates its IT infrastructure manage-
ment solutions to ensure they continue to meet their
needs and conform to current technology standards.
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Study Factsheet

The IT Infrastructure Management study surveyed 203 companies with more than 1,000 employees across
all sectors. In addition to their suitability as IT experts, IT management decision-making powers were also

used to qualify respondents.

Company size categories surveyed for the study

32%
1,000 to 2,499 employees 2,500 to 5,000 employees More than 5,000 employees
Company roles surveyed for the study

Chief Technology Officer (CTO) / Chief Digital Officer (CDO) 1 O%
Head of IT / Chief Information Officer (CIO) 44%

Head of IT Security (CSO) 8%
Service management: IT infrastructure and cloud architecture 'I 7%
System administration for IT infrastructures 1 4%

Data center management 49,

Network management executive 3 %

Some totals may not add up to 100% due to rounding.
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About techconsult GmbH

techconsult GmbH was founded in 1992 and is one of the most well-established analyst firms in Central Europe. The
company's strategic consulting services focus on the IT and communications industries. Through long-standing stan-
dard and individual studies, techconsult has a unigue collection of data in German-speaking countries, with respect to
both the continuity and depth of information. More than 20,000 interviews are conducted each year with business and
IT decision-makers. It is therefore an important consulting partner for CXOs and the IT industry for product innovation,
marketing strategies and sales development.

About FNT

FNT is a leading provider of software solutions for the integrated management of telecommunications, IT and data
center infrastructure. FNT's solutions are cloud ready and can be used worldwide as an 0SS/IT management applica-
tion for communications service providers, enterprises and government organizations. Over 500 companies and public
authorities rely on FNT to plan, document and manage their passive and active physical, logical and virtual IT, tele-
communications and data center infrastructures, from the physical level to business services. FNT's unified resource
management capabilities store this information in a vendor-agnostic uniform data model that builds a central system
of record of a hybrid infrastructure. Whatever mixture of traditional on-premise IT and private, managed and public
clouds an organization uses, the single source of information about all network assets that FNT provides is the key

to gaining a clear understanding of overall utilization, capacities and asset status for more efficient planning, service
assurance and fulfillment processes. FNT is headquartered in Germany and has offices in several locations in Germany
as well as in New York, London, Singapore, and Timisoara. FNT offers its software in numerous countries through
partnerships with market-leading IT service providers and system integrators. Further information can be found at
www.fntsoftware.com.
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